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INTRODUCTION

Data is the lifeblood of the digital economy and now the most valuable  
asset for many technology companies globally. But the potential value of 
data — including its financial value — is impacted by consumers’ trust  
in companies to safely manage their data. And that trust is a perishable 
commodity, easily endangered and lost.

Across the globe, human rights leaders, business leaders and elected 
officials are encouraging the implementation of data protection laws. The 
United Nations1 and other influential international entities like the Global 
Network Initiative2 have expressly recognized privacy as an important  
human right. A growing list of data protection laws worldwide reflects a 
trend toward respecting privacy, as well as recognition that solid data  
protection benefits economic and social progress.

However, some authoritarian regimes and governments instead prioritize 
government surveillance and information control over data protections. 
China is among them.3 This has caused serious problems reflected in  
the practices of many U.S.-headquartered technology companies doing 
business in China’s booming market.

In China, for example, users of Apple’s iCloud services find the following 
unique statement buried in their Terms and Conditions agreement: 

“You understand and agree that Apple and GCBD will 
have access to all data that you store on this service, 
including the right to share, exchange and disclose all 
user data, including Content, to and between each 
other under applicable law.”4

What Apple does not disclose to its users is that “GCBD” — Aipo Cloud 
(Guizhou) Technology Co., Ltd. — is a subsidiary of a Chinese government- 
owned enterprise5 with access to the encryption keys that can unlock 
any iCloud account for a Chinese-based iCloud user. (Previously, data and 
encryption keys were stored in the U.S.)6 That is, Chinese iCloud users’ data 
will be easily accessible by Chinese authorities.

https://globalnetworkinitiative.org/gni-principles/
https://english.gzdata.com.cn/c101/index.html
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Apple is not alone among major tech companies in such close partnerships 
with local Chinese companies. Amazon, IBM, Microsoft, LinkedIn, Airbnb 
and others have taken or announced similar steps to store the data of  
Chinese users with Chinese service providers.

A common explanation from the major tech companies is that they are 
merely complying with China’s Cybersecurity Law, which took effect in 
June 2017. Building on the country’s long track record of government  
control and widely criticized for its broadness and vagueness, this law  
imposes a strict data-localization requirement, among many other  
provisions which effectively legitimize the government’s numerous levels  
of control over Chinese consumers’ virtual world — with dangerous  
implications for their lived realities.

The reality is that by agreeing to store user data in China, U.S. tech  
companies have vastly weakened abilities to protect user data and are  
de facto facilitating the Chinese government’s easy access to that data. 
This represents a corporate trade-off: access to China, one of the world’s 
largest and most lucrative markets, in return for deviating from privacy 
and corporate responsibility principles publicly espoused elsewhere in the 
world, especially in the U.S.

This report focuses on China’s Cybersecurity Law but raises questions  
regarding data privacy beyond China. It aims to highlight the tensions — 
and critical risks — that companies confront as they weigh the dueling 
challenges of protecting user privacy while adhering to the laws of the 
countries where they do business. 
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The Changing Digital Landscape
A common vision for many is of an Internet in which digital information is 
stored on computer servers in various locations around the globe, with data 
flowing freely and securely across international borders. However, in recent 
years, there is an emerging trend of countries enacting so-called data 
localization laws that require data to be hosted on local servers while also 
restricting the transfer of data outside national borders. Some 34 countries 
— including Russia, China, Brazil, India, Indonesia and South Korea — have 
already proposed or enacted data localization laws, according to a May 
2017 report by the Information Technology & Innovation Foundation.7 

Advocates argue that data localization measures are beneficial for  
multiple reasons, including improved data privacy and security for a  
country’s citizens; better access to data by local law enforcement and  
government; and greater investment in local high-tech businesses and 
jobs.8 However, research suggests that data-localization may not lead to 
these outcomes and rather, will cause more harm than good, especially 
when implemented under authoritarian regimes like China.9

China’s Data Localization Requirement is Unique in Scope 
and Vagueness
China’s Cybersecurity Law took effect on June 1, 2017. The new law 
officially supports the Chinese government’s “cyberspace sovereignty,”10 or 
its ability to control China’s cyberspace, as if the virtual realm had physical 
boundaries. Sweepingly, the Cybersecurity Law applies to all “construction, 
operation, maintenance, and usage of networks” on its territory and goes 
far beyond the traditional scope of cybersecurity to cover an enormous 
range of issues, including cross-border data transfer, personal information 
collection and sharing, online content monitoring and real-name  
registration. Meanwhile, as is often the case in Chinese laws, this law leaves  
many key terms insufficiently defined or lacking specificity. For example,  
it imposes rigorous requirements on operators of “Critical Information 
Infrastructure” (“CII”), a term not yet clearly defined.11 
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Furthermore, compared to other countries adopting data-localization, 
China’s data localization rule is by far the most far-reaching — applying to 
any “important data” and not limited to certain specific industries — and 
the most rigorous, requiring foreign companies to establish partnerships 
with Chinese businesses to store the data locally.12

Specifically, the law (Article 37) requires that companies (“CII operators”) 
store all personal information and “important data” from their Chinese 
business operations on servers located within China. Operators of big 
data businesses are covered under this provision. In order to transfer data 
abroad, these companies must prove business necessity and then pass a 
security assessment implemented by the Chinese government. In theory, 
these servers could be owned by either U.S. companies or Chinese  
companies. However, in order to comply with China’s telecommunication 
policies, in practice, most U.S. companies store user data only on servers 
owned by Chinese companies. Meanwhile, the Chinese companies  
who own the local servers are known to comply with government requests 
for data. 

Compliance by U.S. Tech Companies
For example, in February 2018, Apple transferred the operation of  
its Chinese iCloud services to GCBD, a subsidiary of a Chinese  
government-owned enterprise.13 Through this transfer, GCBD  
became the sole provider for all iCloud services in China. Today, all the  
data generated by Chinese iCloud services, including contacts, photos, 
notes, documents, app data, iCloud emails, and some location-based 
services — as well as the encryption keys that provide access to all of that 
iCloud data — are stored locally.14

Apple is not alone. In China, Amazon Web Services (“AWS”), Amazon’s 
cloud service provider, is now operated by two Chinese companies and the 
cloud data is stored on servers owned by them.15 While the cloud services 
provided by AWS in China look similar to services offered elsewhere, AWS 
China16 differs in key ways: Chinese AWS clients sign contracts with the 
two Chinese operator companies rather than AWS, and the applied  
governance policies (such as the Privacy Policy) are issued by the Chinese 
companies.17 Companies such as Microsoft18, IBM19,  Airbnb20 and  
LinkedIn21 all have similarly complied and stored data locally in China.  
With dangerous regularity, these tech companies are putting users in China 
at risk, diminishing or eliminating their data privacy altogether.  

https://english.gzdata.com.cn/c101/index.html
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Assessing the Risks
In effect, the data localization requirement is not simply a “location 
change” for Chinese users’ data — it is a legal and political change with 
dangerous implications for human rights. Storing data within Chinese  
territory subjects that data — and the people linked to that data — solely  
to Chinese jurisdiction and its domestic law, a system providing poor  
data privacy protections and enabling almost-absolute access by an  
authoritarian government. 

With the doors flung wide open to unrestrained access to users’ personal 
data, companies face increased risk of data breaches and data leakages. 
While Apple, for example, has maintained that its new Chinese data center 
will allow it to keep “strong data privacy and security protections in place,”22 
China still lacks a strong and effective data protection mechanism, and it is 
not common practice for Chinese companies to put a high value on  
data security or to be equipped with strong data security systems.23 Data 
security is frequently compromised in the face of government requests; 
media reports have offered scathing reviews of how Chinese tech giants 
have willingly cooperated in government surveillance.24 What evidence 
demonstrates that local data center partners will behave any differently? 

Furthermore, China does not provide legal protections similar to those  
in the U.S. to restrain the government from access to personal data.  
Accordingly, when the U.S. companies hand over Chinese users’ data to 
their Chinese partners, they are effectively making available everything 
stored on the servers to the Chinese government, especially when  
encryption keys are included.25 

The Data-Localization Law is Part of a Broader Legal  
Regime Designed to Repress Speech and Make Anonymous 
Speech Impossible
Perhaps more alarming, from a human rights perspective, is the risk that 
stems from providing expansive powers to the Chinese government to 
access information about the online behavior of Chinese citizens. In China, 
the government itself usually operates above the law: for example, while 
the Cybersecurity Law has a section regulating the collection and sharing 
of personal information, these restraints do not apply to the government 
itself.
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China’s data localization requirement raises tremendous human rights  
concerns because China is a repressive regime with a track record of  
massive and intensive government surveillance over its people.  
Numerous examples point to how government control over cyberspace  
in China extends to the physical world in a variety of ways.

Example #1: In China, residents are required to have an ID card. 
The Cybersecurity Law requires social media providers to impose 
a real-identity requirement for online platforms and instant  
messaging services; in the U.S., this would essentially be the 
equivalent of providing a social security number in order to sign 
up for a social media account. This rule enables the Chinese  
government to swiftly pin online behavior to offline identities  
and take action. The real-identity rule requires that users  
“provide real ID information” in order to sign up to use the  
platform or service.26 Thus, unless someone were to forge their 
ID card, which is almost impossible for ordinary citizens (similar to 
forging a social security number), all activity on social media  
can be linked to someone’s offline identity by the government.  
In effect, anonymity online is impossible due to government  
requirements and speech gets further controlled and chilled.

Example #2: China is building up a social-credit system which 
will use people’s various online behaviors to score their credit to 
decide their social benefits in the physical world.27 Writing in the 
Financial Times, China analyst Sebastian Heilmann notes that the 
social credit system “aims to nudge citizens and companies into 
rule-abiding behaviour by evaluating data ranging from payment 
morale or compliance with traffic rules or environmental  
regulations to opinions voiced in online chatrooms. What sounds 
like a nightmare for proponents of a free and open society is  
a dream come true for authoritarian regimes focused on  
maintaining order.”28 Similarly, a paper by three experts on  
China’s digital policy points out that considering the history of 
the Chinese government activities, “there is no doubt that [the 
social-credit system] could … be abused for social control, prying 
into every aspect of Chinese citizens’ lives and automatically  
punishing those who don’t toe the party line.”29

Example #3: In July 2017, Apple was forced by the Chinese  
government to remove “VPN” (Virtual Private Network)  
applications from its App Store.30 These apps allow users to  
bypass government censorship controls to connect to the  
unfiltered Internet including Google, Facebook, Twitter, and The 
New York Times and many other popular web service providers.

https://www.wired.com/story/age-of-social-credit/
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U.S. Companies’ Double-Standard  
for User Privacy
Any gap between a company’s words and its actions is a spark in the  
tinderbox of reputational risk. Some U.S. tech companies — many of  
which have been operating in China for decades — have professed the  
importance of user privacy while quietly abandoning those privacy  
standards in China, and they cannot pretend to be innocent under the 
guise of local law compliance.

This discrepancy raises red flags about a company’s integrity and does not 
go unnoticed. For example, when Facebook was found to have left the data 
of 87 million of its users unprotected, it quickly lost 6.8% — $36 billion 
— of its market value.31 But when Tim Cook criticized Facebook over the 
scandal, reporters were quick to turn the tables on Apple’s abandonment 
of consumer data privacy, critiquing the company’s “cozy relationship with 
China’s authoritarian regime.”32

In August 2018, Apple became the first company in the world with a stock 
market valuation of $1 trillion.33 It has experienced such growth thanks 
in large part to a consistent brand strategy that promises user-friendly 
products and values consumers’ data privacy. (“At Apple, we believe privacy 
is a fundamental human right,” the company website proudly declares.34) In 
2016, Apple appeared to stand firm in this commitment when the company 
publicly and firmly resisted the FBI’s demand to provide technical support 
to unlock the iPhone of the San Bernardino shooter, including by pushing 
back against a court order that the U.S. government ultimately withdrew.35 
At the time, Apple CEO Tim Cook expressed his conviction in an open 
letter to Apple customers:

“The United States government has demanded that 
Apple take an unprecedented step which threatens the 
security of our customers. We oppose this order, which 
has implications far beyond the legal case at hand… 
While we believe the FBI’s intentions are good, it 
would be wrong for the government to force us to build 
a backdoor into our products. And ultimately, we fear 
that this demand would undermine the very freedoms 
and liberty our government is meant to protect.”36

Tim Cook has gone so far as to emphasize Apple’s “moral responsibility”  
to the United States and all other countries in which it operates.37 Yet, 
in December of 2017, Mr. Cook declared that Apple shared “a common 
future in cyberspace” with the Chinese government.38 Three months later, 
Apple made Chinese users’ iCloud data readily available to the Chinese 
government.

https://www.washingtonpost.com/news/powerpost/paloma/the-finance-202/2018/03/20/the-finance-202-facebook-s-stock-faces-wild-ride-after-cambridge-analytica-outrage/5ab0530130fb045e48d05a97/?utm_term=.bcec5ab5ed0c
https://finance.yahoo.com/news/apple-ceo-tim-cook-explains-144528788.html
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Like Apple, Amazon’s privacy standard is inconsistent in China. AWS leases 
computing power to other companies so that they don’t need to run  
their websites or other online services through their own hardware and 
software. For Amazon, to locally store the AWS data in China means all 
the data generated by the services of these client companies, including 
their users’ data, is stored on the servers of AWS’s two Chinese partner 
companies. Customers of AWS in China sign a contract with one of the 
two Chinese partner companies — rather than with Amazon or AWS; these 
partner companies are described as the operator and service provider.39 As 
it has been reported, “[w]hile the cloud services offered in both AWS China 
regions are the same as those available in other AWS regions, the China 
regions are isolated from all other AWS regions and operated by AWS’s 
Chinese partners separately from all other AWS regions.”40

For AWS customers, this raises questions about the inconsistency of  
their privacy protections. The global version of AWS’s privacy policy states 
that “customer trust is our top priority … We do not disclose customer  
content unless we’re required to do so to comply with the law, or  
with a valid and binding order of a governmental or regulatory body.”41 
However, it is unclear whether this global policy also applies to users in 
China, where Amazon’s Chinese partner, rather than Amazon or AWS, 
issues a separate privacy policy.42

It is important to note that Global Network Initiative (GNI) member  
companies have made strong privacy and human rights due diligence  
commitments that are a step in the right direction toward mitigating  
potential human rights abuses, including for companies operating in China. 
By participating in the Global Network Initiative, companies commit to 
adhering to GNI principles on transparency and human rights due diligence 
regarding freedom of expression and privacy. For example, companies 
commit to “employ protections with respect to personal information in all 
countries where they operate in order to work to protect the privacy rights 
of users” and “respect and work to protect the privacy rights of users  
when confronted with government demands, laws or regulations that  
compromise privacy in a manner inconsistent with internationally  
recognized laws and standards.”43

Microsoft, a member of the GNI, operates its cloud service Azure in  
China, now via local partner 21Vianet. As a GNI member, Microsoft indeed 
offers more transparency about its operations in China and provides more 
detailed and explicit disclosures than AWS (Amazon is not a member of the 
GNI at the time of writing). For example, Microsoft’s Trust Cloud Principle 
webpage expressly commits that China’s Azure will follow Microsoft’s  
approach to privacy and data protection to give customers’ control over 
their data and that 21Vianet will produce audits on their security and  
compliance programs.44 These are important demands of the local partner. 
However, like with AWS, Chinese customers of Azure also sign contracts 
only with 21Vianet, not Microsoft; the governance policies are only issued 
by 21Vianet; and Azure China is physically separate from Global Azure.45 
Furthermore, the privacy policy provided by 21Vianet lacks the language 
around data privacy for users that is included in the global version of 
Microsoft’s privacy policy.46  While transparency and audits are critically 
important, there is more to be done for companies to ensure that users’ 
data privacy is protected.
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Implications Within and Beyond China 
Consumers everywhere want and deserve privacy. In March 2018,  
the China Economic Life Survey, a survey jointly conducted by the Chinese 
tech giant Tencent and the state broadcaster China Central Television, 
found that 76.3% of Chinese respondents see Artificial Intelligence as a 
threat to their privacy.47 Later that month, the CEO of Baidu — the Chinese 
equivalent of Google — faced major outrage online after he claimed at a 
public forum that Chinese people would be willing to trade their data  
privacy for convenience.48 The cultural, legal and political environment in 
China is unlike the United States, but human rights, including the right to 
privacy, extend to all people regardless of geography.  
 
China’s data localization rule comes with dangerous implications for  
Chinese-based users, and it also raises questions for users globally.  
What precautions exist to ensure that the Chinese government cannot  
gain access to information of non-Chinese customers via corporate  
partnerships? How are major U.S. tech companies ensuring that only the 
information required by the Chinese government is shared, and that  
other information remains protected? If a U.S. company has a Chinese  
subsidiary that has to store its Chinese business-generated data in  
China, what precautions are in place to shield the data generated from 
non-Chinese business from the privacy risks of the data localization law? 
As U.S. companies participate in upholding privacy protections with “digital” 
borders, the answer to these questions become murky.

The rule raises questions about the collateral effect for users based in 
other countries who communicate with users based in China. That is, when 
consumers outside China share data and communicate with people whose 
iCloud data is stored in China, will their information also be locally stored 
and readily available to the Chinese government? Companies like  
Amazon and Microsoft have isolated the Chinese market from the rest 
of their global businesses, but we have seen how data systems can be 
intricate and intertwined. In the case of the Facebook-Cambridge Analytica 
scandal, it became evident that troves of personal data eventually ended up 
in the hands of Cambridge Analytica — and not only the personal data of 
users who participated in a Cambridge Analytica test, but also that of their 
Facebook friends.49 Privacy breach by proxy. 

Furthermore, if a company is willing to compromise on privacy in one  
market, it raises questions for investors and consumers everywhere. 
Consumers may wonder, if government pressure is strong enough, and the 
market is lucrative, at what point will a company shed the morality it claims 
to hold firmly? What can companies do to ensure that their privacy  
policies maintain consistency and translate to real-world accountability  
and integrity for users all over the world?

Colluding with the demands of an authoritarian government may present 
reputational risks. As U.S. media reports have stated, China’s control-driven 
model “crashes headlong into the foundational principles of the internet in 
market-based democracies: online freedom, privacy, free international  
markets, and broad international cooperation.”50 These principles are also 
consistent with the espoused values of many successful U.S. tech  
companies which rely on  consumer-centric marketing of tech “for good.” 
By complying with China’s data-localization requirement, these U.S. tech 
companies are significantly departing from their fundamental values and in 
some cases, their stated purpose.

https://technode.com/2018/03/02/almost-80-chinese-concerned-ai-threat-privacy-32-already-feel-threat-work/
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Recommendations
For better or for worse, the internet has turned the world into a global 
village, and companies’ behavior in a country as influential as China can 
impact corporate responsibility and consumer privacy worldwide. If more 
countries are emboldened to join China in a clampdown on consumer  
privacy, U.S. tech companies will only find themselves more and more 
trapped between the competing challenges of protecting user privacy  
while adhering to local government regulation. 

While there is no quick fix for establishing global privacy, nor for limiting  
repressive regimes’ access to harmful surveillance tools and private  
information of local citizens, companies that care about privacy and human 
rights for all should, at a minimum: 

 + Declare a strong commitment to defend and uphold strong  
  data privacy policies and practices for all users, regardless of  
  where they live. 

 + Ensure that users understand and are aware of the risks of a  
  company’s privacy policies and practices, particularly when  
  those policies and practices leave users vulnerable to  
  government surveillance.

 + Conduct thorough and public human rights and privacy risk  
  assessments. The assessments should demonstrate the  
  process for assessing risk, including the balanced factors and  
  their relative weights, external expertise, and the plan to  
  mitigate any foreseen risks. 

 + Publish regular transparency reports disclosing government  
  requests for user data, including requests made of local  
  partners that operate companies’ services in local markets. 

 + Explore alternative and human-centric approaches to  
  expanding their market without abandoning their principles.  
  Moving forward, industry-wide discussions, commitments  
  and coalitions serve as a model for how companies can  
  uphold values of privacy and data security, even as they  
  expand into new markets. Companies should engage a  
  variety of stakeholders as they develop standards, including  
  policymakers, industry experts, civil rights and human rights  
  groups, and citizens in countries with authoritarian regimes.

https://livinginternet.com/i/ii_mcluhan.htm
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